This paper proposes a novel pseudo-random bit generation algorithm combining Chebyshev polynomial and Tinkerbell map. We calculated the key space of the proposed scheme. The output zero-one bits are statistically tested with three packages: NIST, DIEHARD and ENT. The experimental results show that the data are uniformly distributed with sufficient enough statistical properties to disturb brute-force attacks.
Introduction
Pseudo-random number generators based on chaotic maps are widely studied in the last twenty-five years. The need of novel ones is constantly increasing in the digital multimedia broadcasting [8] .
Chebyshev polynomial and Tinkerbell map are intensively used in security algorithms. In [9] , a pseudo-random generator based on two Chebyshev polynomials is designed. Modified Chebyshev map based key encryption scheme is proposed in [4] . Image encryption based on Chebyshev polynomial is presented in [10] . A method for chaos based encryption of data items by an arithmetic operation with Tinkerbell map as an example, is provided in [5] .
The aim of the paper is to propose a new pseudo-random bit generator based on a mix of polynomial and chaotic function: Chebyshev polynomial and Tinkerbell map. The proposed scheme possesses suitable properties for cryptographic applications.
Basic Primitives

Description of Chebyshev Polynomial
The Chebyshev polynomial [3] T n (x) : R → R of degree n is recursively defined as
where n ≥ 2, x ∈ [−1, 1], T 0 (x) = 1 and T 1 (x) = x. The polynomial T n (x) can be expressed using cosine:
where
Description of Tinkerbell Map
The Tinkerbell map [1] is a dynamical system given by:
where a = 0.9, b = −0.6013, c = 2.0 and d = 0.50.
3 Pseudo-random Bit Generation Algorithm Based on Chebyshev Polynomial and Tinkerbell Map
Proposed Pseudo-Random Bit Generation Algorithm
The new pseudo-random bit generation algorithm consists of the following steps:
Step 1: The initial values x 0 and k of the the eq. (2), y 0 and z 0 of the eq.(3), and a bit stream limit L are determined.
Step 2: The Chebyshev polynomial and Tinkerbell map are iterated for L 1 and L 2 times, respectively.
Step 3: The iteration of the eq. (2) and eq. (3) continues, and as a result, two decimal fractions x n and y m , are generated and post-processed as follows:
where integer(x) returns the integer part of x, truncating the value at the decimal point, and mod(x, y) returns the reminder after division.
Step 4: Perform XOR operation between s i and s j to get a single output bit s k .
Step 5: Return to Step 3 until the bit stream limit L is reached.
The novel bit generator is implemented in C++, using the following initial values: x 0 = −0.16029381194009314, k = 2.89, y 0 = −0.645622309652631, z 0 = −0.742799703451115, L 1 = 100, and L 2 = 200.
Key space
The set of all posible initial values creates the key space. The novel algorithm has six secret keys x 0 , k, y 0 , z 0 , L 1 , and L 2 . As stated in [12] , the computational precision of the 64-bit double-precision number is about 10 −15 . We work with a precision of 10 7 and the proposed key space is more than 2 157 . The key space is secure against exhaustive key search [2].
Experimental statistical tests
Three statistical packages to evaluate the pseudo-random properties of the output bits are used.
The NIST package [7] includes 15 statistical tests. One thousand sequences of 1000000 bits were generated using the proposed algorithm. The results are given in Table 1 
Conclusion
We have presented a novel pseudo-random generation algorithm based on Chebyshev polynomial and Tinkerbell map. Based on the provided analysis the scheme has suitable properties for cryptographic applications.
